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Juniper HbEZ is a Python library to remotely manage/automate HealthBot server
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CHAPTER 1

jnpr.healthbot

1.1 jnpr.healthbot.modules

1.1.1 jnpr.healthbot.modules

administration
devices
class jnpr.healthbot.modules.devices.Device (hbot)
Bases: jnpr.healthbot.modules.BaseModule
__init_  (hbor)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

add (device_id: str = None, host: str = None, username: str = None, password: str = None, schema:

jnprhealthbot.swagger.models.device_schema.DeviceSchema = None, **kwargs)
Add device to HealthBot

Parameters
* device_id (str) - The name of the device as provided by the User
* host (str)— The hostname/ip-address of the target device
* username (str)— The login user-name for the target device
* password (str) — The login password for the user
¢ schema (object) — DeviceSchema

Example:

from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import DeviceSchema

(continues on next page)
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(continued from previous page)

'xxxx"', 'xxxx') as hb:
host="xx.xxx.xxx.xxx"',
"xxxxx", "username": "xXXXXX

with HealthBotClient ('xx.xxx.x.xx',
ds = DeviceSchema (device_id="xyz"',
authentication={"password": {"password":

="}1})

# we can also later assign values like this
ds.description = "HbEZ testing"

# This will add device in candidate DB
hb.device.add (schema=ds)

# commit changes to master DB
hb.commit ()

delete (device_id: str, force: bool = False)
Remove device from HealthBot

Parameters
* device_id (str) - The name of the device as provided by the User

* force (bool)—1If True, Delete given device from all the device group (if present)

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
# This will delete device in candidate DB

hb.device.delete ('xyz")

# commit changes to master DB
hb.commit ()

Returns True when OK

get_ids ()
Return Device IDs for all the devices in HealthBot system

Returns list of device IDs

Example:

from jnpr.healthbot import HealthBotClient
with HealthBotClient ('xx.xxx.x.xx', 'xxxx',
print (hb.device.get_ids())

'xxxx"') as hb:

get (device_id: str = None, uncommitted: bool = True)
Get DeviceSchema for given device id or list for all devices

Parameters

* device_id (str)— The name of the device as provided by the User

* uncommitted (bool)— True includes fetches uncommitted changes,
False restricts data set to only committed changes

Example:

Chapter 1. jnpr.healthbot
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from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
device = hb.device.get ('vmx')
print (device)

devices = hb.device.get ()
for device in devices:
print (device)

Returns DeviceSchemaf(s)
update (schema: jnpr.healthbot.swagger.models.device_schema.DeviceSchema = None, **kwargs)
Update DeviceSchema for given device schema
Passing Schema invoke put and kwargs post
Parameters
* schema (ob j)— DeviceSchema

* kwargs (object) — key values, which can be used to create DeviceSchema Check De-
viceSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
schemaObj = hb.device.get ('xyz")
schemaObj.description = 'changed description'

hb.device.update (schemaObj)

hb.device.update (device_id="xyz", host="'xx.xxx.x.xx', system_id="xxxx"

Returns True when OK
get_facts (device_id: str = None, uncommitted: bool = True)
Get device(s) facts. Get facts for provided device id, if device id is not provided, get facts for all devices
Parameters
* device_id (str)— The name of the device as provided by the User
* uncommitted (bool)— True includes fetches uncommitted changes,
False restricts data set to only committed changes

Example:

from jnpr.healthbot import HealthBotClient
from pprint import pprint

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
facts = hb.device.get_facts ('vmx')
pprint (facts)
facts = hb.device.get_facts()
(

facts)

pprint

1.1.
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Returns Single/List of dicts of facts
health (device_id: str)
Returns health of given Device id DeviceHealthTree
Parameters device_id (str)— The name of the device as provided by the User

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.device.health('core'))

Returns
DeviceHealthTree
class jnpr.healthbot.modules.devices.DeviceGroup (hbot)
Bases: jnpr.healthbot.modules.BaseModule
__init__ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

add (schema:  jnprhealthbot.swagger.models.device_group_schema.DeviceGroupSchema = None,

*rkwargs)
Add device group to HealthBot

Parameters
¢ schema (ob ject) — DeviceGroupSchema

* kwargs (object)—key values, which can be used to create DeviceGroupSchema Check
DeviceGroupSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import DeviceSchema
from jnpr.healthbot import DeviceGroupSchema

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
ds = DeviceSchema (device_id="xyz', host='xx.xxx.xxx.xxx',
authentication={"password": {"password": "xxxxx", "username": "xxxxx
—="}1)

# This will add device in candidate DB
hb.device.add (schema=ds)

dgs = DeviceGroupSchema (device_group_name="edge",
description="All devices on the edge",
devices=["xyz'])
hb.device_group.add(dgs)

# commit changes to master DB
hb.commit ()

Returns True when OK
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delete (device_group_name: str, force: bool = False)
Remove device group to HealthBot

Parameters
* device_group_name (str)— The name of the device group to be deleted
* force (bool)—If True, First delete services for given device group

Example:

hb.devices.delete ('edge')
hb.commit ()

Returns True when OK
get (device_group_name: str = None, uncommitted: bool = True)
Get DeviceGroupSchema for given device group name or list for all device groups
Parameters
* device_group_name (str)— Name of the device-group

* uncommitted (bool)- True includes fetches uncommitted changes, False restricts data
set to only committed changes

Example:

device_group_schema = hb.device_group.get ('edge')

groups = hb.device_group.get ()
for group in groups:
print (group)

Returns DeviceGroupSchema(s)

update (schema: jnprhealthbot.swagger.models.device_group_schema.DeviceGroupSchema = None,
**kwargs)
Update DeviceGroupSchema for given device schema

Passing Schema invoke put and kwargs post
Parameters
* schema (ob j)— DeviceGroupSchema

* kwargs (ob ject)—key values, which can be used to create DeviceGroupSchema Check
DeviceGroupSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
schemaObj = hb.device_group.get ('Core’)
schemaObj.description = "Changed"

hb.device_group.update (schemaObj)

Returns True when OK

1.1.
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check_device_in_group (device_name: str, device_group_name: str)
This method check if the device is a member of the given device-group

Parameters
¢ device_name (str)— Name of the device

* device_group_name (str)— Name of the device-group

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.device_group.check_device_in_group ('vmx', 'QOFabric'))

Returns: True if action successful

add_device_in_group (device_name: str, device_group_name: str)
This method ensures that the given device is a member of the given device-group
Parameters
* device_name (str) - Name of the device
* device_group_name (str)— Name of the device-group

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
hb.device_group.add_device_in_group ('vmx', 'QFabric')

Raises: HTTPError: When error making changes via the HBOT API
Returns: True if action successful

health (device_group_name: str)
Returns health of given Device id DeviceGroupHealthTree

Parameters device_group_name (str)— The name of the device group

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.device_group.health('edge'))

Returns

DeviceGroupHealthTree

class jnpr.healthbot.modules.devices.NetworkGroup (hbot)
Bases: jnpr.healthbot.modules.BaseModule

__init__ (hbot)

Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

8 Chapter 1. jnpr.healthbot
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add (schema: jnpr.healthbot.swagger.models.network_group_schema.NetworkGroupSchema = None,
**kwargs)
Create Network Group

Parameters
* schema (object) — NetworkGroupSchema

* kwargs (object) — key values, which can be used to create NetworkGroupSchema
Check NetworkGroupSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
hb.devices.add_network_group (network_group_name="HbEZ")

# or
from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import NetworkGroupSchema

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
ngs = NetworkGroupSchema (network_group_name="HbEZ")
hb.network_group.add(schema = ngs)

delete (network_group_name: str)
Delete Network Group

Parameters network_group_name (str)— The name of the network group to be deleted

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
hb.network_group.delete (network_group_name="HbEZ")

get (network_group_name: str = None, uncommitted: bool = True)
get Network Group(s) details

Parameters
* network_group_name (str)— The name of the network group to be fetched

* uncommitted (bool)- Trueincludes fetches uncommitted changes, False restricts data
set to only committed changes

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.network_group.get (network_group_name="HbEZ"))
# for all network groups
print (hb.network_group.get ())

update (schema:  jnpr.healthbot.swagger.models.network_group_schema.NetworkGroupSchema =

None, **kwargs)
Update NetworkGroupSchema for given network schema object

Passing Schema invoke put and kwargs post

1.1.
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Parameters
* schema (ob j) — NetworkGroupSchema

* kwargs (object) — key values, which can be used to create NetworkGroupSchema.

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
schemaObj = hb.network_group.get ("HbEZ")
schemaObj.description = "HbEZ example"
hb.network_group.update (schemaObj)

Returns True when OK

health (network_group_name: str)
Returns health of given Device id NetworkHealthTree

Parameters network_group_name (str)— The name of the network group

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.network_group.health('core'))

Returns

NetworkHealthTree

rule
class jnpr.healthbot.modules.rules.Rule (hbot)
Bases: jnpr.healthbot.modules.BaseModule
__init__ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

add (fopic_name: str, schema: jnpr.healthbot.swagger.models.rule_schema.RuleSchema = None,
*rkwargs)
Create Rule under given topic

Parameters
* topic_name (str)— Rules to be created under this given topic name
¢ schema (object) — RuleSchema

* kwargs (object) — key values, which can be used to create RuleSchema Check
RuleSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import RuleSchema

(continues on next page)
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with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
rs = RuleSchema (rule_name="hbez-fpc-heap-utilization")

rs.description = "HealthBot EZ example"
rs.synopsis = "Using python client for demo"
rs.sensor = [{'description': 'Monitors FPC buffer, heap and cpu,
—utilization',
'iAgent': {'file': 'fpc-utilization.yml',
'frequency': '30s',
'table': 'FPCCPUHEAPutilizationTable'},
'sensor—-name': 'fpccpuheaputilization'}]

from jnpr.healthbot.swagger.models.rule_schema_ field import
—RuleSchemaField

from jnpr.healthbot.swagger.models.rule_schema_constant import
—~RuleSchemaConstant

rs.field = [RuleSchemaField(constant=RuleSchemaConstant (value="'{{fpc—
—buffer-usage-threshold}}"'),
description='This field is for buffer usage,
—threshold',
field name='linecard-buffer-usage-threshold'),
RuleSchemaField (constant=RuleSchemaConstant (value="'{{fpc-cpu—
—usage-threshold}}'),
description="'This field is for linecard cpu,
—usage threshold’,
field _name='linecard-cpu-usage-threshold'),
RuleSchemaField (constant=RuleSchemaConstant (value="'{{fpc-heap—
—usage-threshold}} '),
description='This field is for linecard heap,,
—usage threshold',
field_name='linecard-heap-usage-threshold")]

rs.keys = ['slot']

rs.variable = [{'description': 'Linecard Buffer Memory usage threshold
—value',
'name': 'fpc-buffer-usage-threshold’,
'type': 'int',
'value': '80'},
{'description': 'Linecard CPU usage threshold value',
'name': 'fpc-cpu-usage-threshold',
'type': 'int',
'value': '80'},
{'description': 'Linecard Heap Memory usage threshold value
;"I
'name': 'fpc-heap-usage-threshold’,
'type': 'int',
'value': '80'}]
rs.trigger = [{'description': 'Sets health based on linecard buffer memory
;"I
'frequency': '60s',
'synopsis': 'Linecard buffer memory kpi',
'term': [{'term-name': 'is-buffer-memory-utilization-
—greater-than-threshold', (continues on next page)
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(continued from previous page)

'then': {'status': {'color': 'red',
'message': 'FPC buffer

—memory '

'utilization '

' ($memory-buffer—
—utilization) !

'is over,,
—threshold '

'($linecard-
—buffer-usage-threshold) '}},
'when': {'greater-than': [{'left-operand': '
—$memory-buffer-utilization',
'right-operand': '
—$linecard-buffer-usage-threshold'}]}},

{'"term-name': 'buffer-utilization-less-than-—
—~threshold’',
'then': {'status': {'color': 'green'}}}l],
'trigger—-name': 'fpc-buffer-memory-utilization'},
{'description': 'Sets health based on linecard cpu,,
—utilization',
'frequency': '60s',
'synopsis': 'Linecard cpu utilization kpi',
'term': [{'term-name': 'is-cpu-utilization-greater-than-80
‘—"l
'then': {'status': {'color': 'red',
'message': 'FPC CPU_
—utilization '
' ($Scpu-total) is,
—over '

'threshold '
' ($1linecard-cpu-
—usage-threshold) '}},
'when': {'greater-than': [{'left-operand': 'Scpu-
—total',
'right-operand': '
—$linecard-cpu-usage-threshold',

'time-range': '180s'}
=11},
{'term-name': 'cpu-utilization-less-than-threshold
‘—"l
'then': {'status': {'color': 'green'}}}l],
'trigger—-name': 'fpc-cpu-utilization'},
{'description': 'Sets health based on linecard heap memory '
'utilization',
'frequency': '60s',
'synopsis': 'Linecard heap memory kpi',
'term': [{'term-name': 'is-heap-memory-utilization-greater-
—~than-threshold',
'then': {'status': {'color': 'red',
'message': 'FPC heap memory '
'utilization '
' (Smemory-heap—
—utilization) '
'is over,
—threshold '

'($linecard-heap-
—usage—threshold) '}},

(continues on next page)
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'when': {'greater-than': [{'left-operand':
—S$memory-heap-utilization',
'right-operand': '
—S$linecard-heap-usage-threshold'}]}},

{'term-name': 'heap-memory-utilization-less-than-
—threshold’',
'then': {'status': {'color': 'green'}}}],
'trigger-name': 'fpc-heap-memory-utilization'}]

hb.rule.add('hbez', schema=rs)

Returns: True if action successful
delete (topic_name: str, rule_name: str)
Delete rule under given topic
Parameters
* topic_name (str)— The name of the topic under which rule need to deleted
¢ rule_name (str)— The name of the rule to be deleted

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
hb.rule.delete('linecard.ospf', 'check-ddos-statistics')

get (topic_name: str, rule_name: str = None, uncommitted: bool = True)
get rule(s) details under given topic

Parameters
* topic_name (str)— The name of the topic under which rule need to be fetched

* rule_name (str)— The name of the rule under given topic If none return list for all
Rule

* uncommitted (bool)- Trueincludes fetches uncommitted changes, False restricts data
set to only committed changes

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.rule.get ('linecard.ospf', 'check-ddos-statistics')

print (hb.rule.get ('linecard.ospf')

update (fopic_name: str, schema: jnprhealthbot.swaggermodels.rule_schema.RuleSchema = None,
**kwargs)
Update RuleSchema for given rule schema object

Passing Schema invoke put and kwargs post
Parameters
* topic_name (str)— The name of the topic under which rule need to be updated

¢ schema (obj)— RuleSchema

1.1. jnpr.healthbot.modules 13
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* kwargs (object) — key values, which can be used to create RuleSchema

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:

schemaObj = hb.rule.get (topic_name='hbez', rule_name="hbez-fpc-heap-
—utilization")

schemaObj.description = "HbEZ example"

hb.rule.update (topic_name='hbez', schemaObj)

Returns True when OK

upload_rule_file (filename)
Parameters £ilename — File to be loaded
Returns return True of OK

class jnpr.healthbot.modules.rules.Topic (hbot)
Bases: jnpr.healthbot.modules.BaseModule

__init__ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance
get (topic_name: str = None, uncommitted: bool = True)
Get TopicSchema(s) for given topic name or all topics in HealthBot system

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.topic.get ('linecard.ospf'))
topics = hb.topic.get ()
for topic in topics:
print (topic)

Returns Single/list of TopicSchema

playbook
class jnpr.healthbot.modules.playbooks.Playbook (hbot)
Bases: jnpr.healthbot.modules.BaseModule
__init_  (hbor)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

add (schema: jnpr.healthbot.swagger.models.playbook_schema.PlaybookSchema = None, **kwargs)
Add playbook

Parameters
* schema (object) — PlaybookSchema

* kwargs (object) — key values, which can be used to create PlaybookSchema Check
PlaybookSchema for details about which all keys can be used

14 Chapter 1. jnpr.healthbot
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Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
hb.playbook.add(playbook_name="HbEZ-example",
rules = ['protocol.infra/check-task-momory-usage'])
# or

from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import PlaybookSchema

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
pbs = PlaybookSchema (playbook_name="HbEZ-example",
rules = ['protocol.infra/check-task-momory-usage'l])

hb.playbook.add (pbs)

Returns: True if action successful
delete (playbook_name: str)
Delete playbook
Parameters playbook_name (str)— The playbook name to deleted

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
hb.playbook.delete ('linecard-kpis-playbook")

get (playbook_name: str = None, uncommitted: bool = True)
get playbook details

Parameters
* playbook_name (str)— Name of the playbook

¢ uncommitted (bool)-True includes fetches uncommitted changes, False restricts data
set to only committed changes

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.playbook.get ('linecard-kpis—playbook'))

# for all
print (hb.playbook.get ())

update (schema: jnpr.healthbot.swagger.models.playbook_schema.PlaybookSchema =  None,

**kwargs)
Update PlaybookSchema for given playbook schema

Passing Schema invoke put and kwargs post
Parameters

* schema (obj) — PlaybookSchema

1.1.
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* kwargs (object) — key values, which can be used to create PlaybookSchema Check
PlaybookSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
schemaObj = hb.playbook.get ('xyz"')
schemaObj.description = 'changed description'

hb.playbook.update (schemaOb7j)

Returns True when OK

upload_playbook_file (filename)
Parameters f£ilename - File to be loaded
Returns return True of OK

class jnpr.healthbot.modules.playbooks.PlayBookInstanceBuilder (hbot, playbook:
str, instance:
str = None, de-
vice_group_name:

str = None)
Bases: jnpr.healthbot.modules.playbooks.Playbook

__init__ (hbot, playbook: str, instance: str = None, device_group_name: str = None)
Help in building and applying playbook instance

Parameters
* hbot — HealthBOtClient instance
* playbook — Playbook name for which instance need to be created
* instance - Playbook instance name
* device_group_name — Device group which will be associated with instance

Example:

from jnpr.healthbot import HealthBotClient
with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:

from jnpr.healthbot import PlayBookInstanceBuilder

pbb = PlayBookInstanceBuilder (hb, 'forwarding-table-summary', 'HbEZ-
—instance', 'Core')

variable = pbb.rule_variables["protocol.routesummary/check-fib-summary"]

variable.route_address_family = 'pqgr'

variable.route_count_threshold = 100

# Apply variable to given device(s)
pbb.apply (device_ids=['vmx'])

#clear all the variable if you want to set it something else for group or,_
—other device (s)
pbb.clear ()

(continues on next page)
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(continued from previous page)

variable = pbb.rule_variables["protocol.routesummary/check-fib-summary"]
variable.route_address_family = 'abc'
variable.route_count_threshold = 200

pbb.apply ()

hb.commit ()

apply (device_ids: list = None, commit: bool = False)

Apply the playbook instance
Parameters

* device_ids - if the rule variables need to be associated for given device id(s). Default
to device group

* commit — Pass true if need to commit the changes

Example:

from jnpr.healthbot import PlayBookInstanceBuilder

pbb = PlayBookInstanceBuilder (hb, 'forwarding-table-summary', 'HbEZ-instance',
— 'Core')

pbb.apply ()

Returns True if all OK

clear ()

Clear the old set values to rule variables :return: None

delete()

Delete playbook instance

Example:

from jnpr.healthbot import PlayBookInstanceBuilder

pbb = PlayBookInstanceBuilder (hb, 'forwarding-table-summary', 'HbEZ-instance',
— 'Core')

pbb.delete ()

Returns True if success

playbook_schema

rules

rule_variables

device_variable

health

settings

class jnpr.healthbot.modules.settings.Settings (hbot)
Bases: object

__init_ (hbot)
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Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

class jnpr.healthbot.modules.settings.Notification (hbot)
Bases: jnpr.healthbot.modules.BaseModule

__init__ (hbot)

Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

get (notification_name: str = None, uncommitted: bool = True)

Get NotificationSchema(s) for given notification name or list for all
Parameters
e notification_name — ID of notification-name

* uncommitted (bool)- True includes fetches uncommitted changes, False restricts data
set to only committed changes

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.settings.notification.get ('xyz")

Returns

NotificationSchema(s)

add (schema: Jjnpr-healthbot.swagger.models.notification_schema.NotificationSchema =  None,

*tkwargs)
Add notification to HealthBot

Parameters
* schema (object) — NotificationSchema

* kwargs (object) — key values, which can be used to create NotificationSchema Check
NotificationSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import NotificationSchema, NotificationSchemaSlack

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
ns = NotificationSchema (notification_name='HbEZ-notification')
ns.description = "example of adding notification via API"

ns.slack = NotificationSchemaSlack (channel="HbEZ", url='http://testing')
hb.settings.notification.add (ns)

Returns True when OK

delete (notification_name: str)

Remove notification from settings
Parameters notification_name (str)— The name of the notification to be deleted

Example:

18
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hb.settings.notification.delete('xyz")
hb.commit ()

Returns True when OK

update (schema:  jnprhealthbot.swagger.models.notification_schema.NotificationSchema = None,
**kwargs)
Update NotificationSchema for given NotificationSchema schema

Passing Schema invoke put and kwargs post
Parameters
* schema (ob j)— NotificationSchema

* kwargs (object) — key values, which can be used to create RetentionPolicySchema
Check NotificationSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
schemaObj = hb.settings.notification.get ('xyz'")
schemaObj.description = 'changed description'

hb.settings.notification.update (schemaObj)

Returns True when OK
class jnpr.healthbot.modules.settings.RetentionPolicy (hbot)
Bases: jnpr.healthbot.modules.BaseModule
__init__ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

get (retention_policy_name: str = None, uncommitted=True)
Get RetentionPolicySchema(s) for given retention policy name or list for all

Parameters
* retention_policy_name — ID of retention-policy-name

* uncommitted (bool)-True includes fetches uncommitted changes, False restricts data
set to only committed changes

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.settings.retention_policy.get ('xyz")

# for all
print (hb.settings.retention_policy.get ()

Returns

RetentionPolicySchema(s)
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add (schema: jnpr.healthbot.swagger.models.retention_policy_schema.RetentionPolicySchema = None,
**kwargs)
Add notification to HealthBot

Parameters
e schema (ob ject) — RetentionPolicySchema

* kwargs (object) — key values, which can be used to create RetentionPolicySchema
Check RetentionPolicySchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import RetentionPolicySchema

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
rps = RetentionPolicySchema (retention_policy_name='HbEZ-rentention-policy
=")

hb.settings.retention_policy.add(rps)

Returns True when OK

delete (retention_policy_name: str)
Remove notification from settings

Parameters retention policy name (str) — The name of the retention policy to be
deleted

Example:

hb.settings.retention_policy.delete('xyz"')
hb.commit ()

Returns True when OK

update (schema: jnpr.healthbot.swagger.models.retention_policy_schema.RetentionPolicySchema =
None, **kwargs)
Update RetentionPolicySchema for given RetentionPolicySchema schema

Passing Schema invoke put and kwargs post
Parameters
* schema (obj) — RetentionPolicySchema

* kwargs (object) — key values, which can be used to create RetentionPolicySchema
Check RetentionPolicySchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
schemaObj = hb.settings.retention_policy.get ('xyz")
schemaObj.description = 'changed description'

hb.settings.retention_policy.update (schemaObij)

Returns True when OK
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class jnpr.healthbot.modules.settings.Scheduler (hbot)
Bases: jnpr.healthbot.modules.BaseModule

__init_ (hbot)

Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

get (name: str = None, uncommitted: bool = True)
Get SchedulerSchema(s) for given scheduler name or list for all

Parameters
¢ name - scheduler name

* uncommitted (bool)-True includes fetches uncommitted changes, False restricts data
set to only committed changes

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx',
print (hb.settings.scheduler.get ('xyz")

'xxxx'") as hb:

# for all
print (hb.settings.scheduler.get ()

Returns

SchedulerSchema(s)

add (schema: jnpr.healthbot.swagger.models.scheduler_schema.SchedulerSchema = None, **kwargs)
Add scheduler to HealthBot
Parameters

¢ schema (object) — SchedulerSchema

* kwargs (object) — key values, which can be used to create SchedulerSchema Check
SchedulerSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import SchedulerSchema

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
sc = SchedulerSchema (name="HbEZ', repeat={'every':
start_time="2019-07-22T05:32:2372")
hb.settings.scheduler.add(sc)

'week'},

Returns True when OK

delete (name: str)
Remove notification from settings

Parameters name (st r)— The name of the scheduler to be deleted

Example:

1.1. jnpr.healthbot.modules
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hb.settings.scheduler.delete ('xyz")
hb.commit ()

Returns True when OK

update (schema: jnpr.healthbot.swagger.models.scheduler_schema.SchedulerSchema =  None,
**kwargs)
Update SchedulerSchema for given scheduler schema

Passing Schema invoke put and kwargs post
Parameters
¢ schema (ob j) — SchedulerSchema

* kwargs (object) — key values, which can be used to create SchedulerSchema Check
SchedulerSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
schemaObj = hb.settings.scheduler.get ('xyz")
schemaObj.description = 'changed description'

hb.settings.scheduler.update (schemaObj)

Returns True when OK
class jnpr.healthbot.modules.settings.Destination (hbot)
Bases: jnpr.healthbot.modules.BaseModule
__init__ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

get (name: str = None, uncommitted: bool = True)
Get DestinationSchema(s) for given destination name or list for all

Parameters
¢ name — destination ID

* uncommitted (bool)-True includes fetches uncommitted changes, False restricts data
set to only committed changes

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.settings.destination.get ('xyz")

# for all
print (hb.settings.destination.get ()

Returns

DestinationSchema(s)
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add (schema: jnpr.healthbot.swagger.models.destination_schema.DestinationSchema =  None,
**kwargs)
Add destination to HealthBot

Parameters
¢ schema (object) — DestinationSchema

* kwargs (object) — key values, which can be used to create DestinationSchema Check
DestinationSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import DestinationSchema

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
ds = DestinationSchema (name='HbEZ-destination')
hb.settings.destination.add (ds)

Returns True when OK
delete (name: str)
Remove destination from settings

Parameters name (st r)— The ID name of the destination to be deleted

Example:

hb.settings.destination.delete('xyz")
hb.commit ()

Returns True when OK

update (schema:  jnprhealthbot.swagger.models.destination_schema.DestinationSchema = None,
**kwargs)
Update DestinationSchema for given destination schema

Passing Schema invoke put and kwargs post
Parameters
* schema (ob j) — DestinationSchema

* kwargs (object) — key values, which can be used to create DestinationSchema Check
DestinationSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
schemaObj = hb.settings.destination.get ('xyz"')
schemaObj.description = 'changed description'

hb.settings.destination.update (schemaObj)

Returns True when OK

class jnpr.healthbot.modules.settings.Report (hbot)
Bases: jnpr.healthbot.modules.BaseModule
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__init__ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

get (name: str = None, uncommitted: bool = True)
Get ReportSchema(s) for given report name or list for all

Parameters
* name — report ID

* uncommitted (bool)- True includes fetches uncommitted changes, False restricts data
set to only committed changes

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.settings.report.get ('xyz"')

# for all
print (hb.settings.report.get ()

Returns
ReportSchema(s)
add (schema: jnpr.healthbot.swagger.models.report_schema.ReportSchema = None, **kwargs)
Add report to HealthBot
Parameters
* schema (object)— ReportSchema

* kwargs (object) — key values, which can be used to create ReportSchema Check Re-
portSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import ReportSchema

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:

from jnpr.healthbot import SchedulerSchema

sc = SchedulerSchema (name='"'HbEZ-schedule', repeat={'every': 'week'},
start_time="2019-07-22T05:32:2372")

hb.settings.scheduler.add(sc)

from jnpr.healthbot import DestinationSchema

ds = DestinationSchema (name='HbEZ-destination',
email={'id': 'nitinkr@juniper.net'})

hb.settings.destination.add (ds)

from jnpr.healthbot import ReportSchema

rs = ReportSchema (name="HbEZ-report", destination=['HbEZ-destination'],
format="html", schedule=["HbEZ-schedule"])

hb.settings.report.add(rs)

Returns True when OK
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delete (name: str)
Remove report from settings

Parameters name (str)— The name of the report to be deleted

Example:

hb.settings.report.delete('xyz")
hb.commit ()

Returns True when OK
update (schema: jnpr.healthbot.swagger.models.report_schema.ReportSchema = None, **kwargs)
Update ReportSchema for given report schema
Passing Schema invoke put and kwargs post
Parameters
* schema (ob j)— ReportSchema

* kwargs (object) — key values, which can be used to create ReportSchema Check Re-
portSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
schemaObj = hb.settings.report.get ('xyz")
schemaObj.description = 'changed description'

hb.settings.report.update (schemaObij)

Returns True when OK
class jnpr.healthbot.modules.settings.LicenseKeyManagement (hbot)
Bases: jnpr.healthbot.modules.BaseModule
__init_ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

get_features()
Get LicenseFeatureSchema(s) for given license id or for all licence id

Parameters license_id - License ID

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.settings.license.get_features ()

Returns
LicenseFeatureSchema(s)
get_ids ()
List of all licence id

Example:

1.1. jnpr.healthbot.modules
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from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
# print all existing licence ids
print (hb.settings.license.get ()

Returns List of license ids

get (license_id: str = None)
Get LicenseKeySchema(s) for given license id or for all licence id

Parameters license_id - License ID

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.settings.license.get ()

# for given licence id
print (hb.settings.report.get ('xxxxx')

Returns
LicenseKeySchema(s)

add (license_file)
Add report to HealthBot

Parameters license_file (path) - license file path

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
hb.settings.license.add(license_file="'/var/tmp/xyz")

Returns license_id if OK

delete (license_id: str)
Remove report from settings

Parameters license_id (str) - The license id be deleted

Example:

hb.settings.license.delete ('XX—XXX—XXX—XXX—xXX')

Returns True when OK

class jnpr.healthbot.modules.settings.Deployment (hbot)
Bases: jnpr.healthbot.modules.BaseModule

__init_  (hbor)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance
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add (schema: Jjnpr.healthbot.swagger.models.deployment_schema.DeploymentSchema =  None,
ip=None)

get (uncommitted: bool = True)

delete()

update (schema:  jnpr.healthbot.swagger.models.deployment_schema.DeploymentSchema = None,

ip=None)

class jnpr.healthbot.modules.settings.SnmpNotification (hbot)
Bases: jnpr.healthbot.modules.BaseModule

__init__ (hbot)

Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

add (schema:  jnprhealthbot.swagger.models.snmp_notification_schema.SnmpNotificationSchema
None, **kwargs)

update (schema: jnpr.healthbot.swagger.models.snmp_notification_schema.SnmpNotificationSchema
None, **kwargs)

get (uncommitted: bool = True)

delete ()

profile

class jnpr.healthbot.modules.profiles.Profile (hbot)
Bases: object

__init__ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

class jnpr.healthbot.modules.profiles.Security (hbot)
Bases: object

__init__ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

class jnpr.healthbot.modules.profiles.CaProfile (hbot)
Bases: jnpr.healthbot.modules.BaseModule

__init__ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

get (name: str = None, uncommitted: bool = True)
Get CaProfileSchema(s) for given ca profile name or list for all

Parameters
e name — ID of name

¢ uncommitted (bool)-Trueincludes fetches uncommitted changes, False restricts data
set to only committed changes

Example:

:: from jnpr.healthbot import HealthBotClient
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with HealthBotClient(‘xx.xxx.x.xx’, ‘xxxx’, ‘xxxx’) as hb: print(hb.settings.security.ca_profile.get(‘xyz’)

# for all print(hb.settings.security.ca_profile.get()

Returns

CaProfileSchema(s)

add (schema: jnpr.healthbot.swagger.models.ca_profile_schema.CaProfileSchema = None, **kwargs)
Add ca profile to HealthBot. The onus of uploading helper file certificate_authority_crt is on user. They
should use hb.upload_helper_file API to make sure these crt file are uploaded in system. We don’t do that
validation as user can also upload these file after configuring profiles.

Parameters
¢ schema (object) — CaProfileSchema

* kwargs (object) — key values, which can be used to create CaProfileSchema Check
CaProfileSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import CaProfileSchema

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:

ca_prof_schema = CaProfileSchema (certificate_authority_crt="abc.crt', |
—name="hbez")

hb.settings.security.ca_profile.add(ca_prof_schema)

Returns True when OK
delete (name: str)
Remove ca profile from security settings
Parameters name (str)— The name of the ca_profile to be deleted

Example:

hb.settings.security.ca_profile.delete('xyz")
hb.commit ()

Returns True when OK

update (schema: Jjnpr.healthbot.swagger.models.ca_profile_schema.CaProfileSchema = None,
**kwargs)
Update CaProfileSchema for given ca profile schema

Passing Schema invoke put and kwargs post
Parameters
* schema (ob j)— CaProfileSchema

* kwargs (object) — key values, which can be used to create CaProfileSchema Check
CaProfileSchema for details about which all keys can be used

Example:
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from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
schemaObj = hb.settings.security.ca_profile.get ('xyz"')
schemaObj.certificate_authority_crt = 'pgr.crt'

hb.settings.security.ca_profile.update (schemaObij)

Returns True when OK
class jnpr.healthbot.modules.profiles.LocalCertificate (hbot)
Bases: jnpr.healthbot.modules.BaseModule
__init__ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

get (name: str = None, uncommitted: bool = True)
Get LocalCertificateSchema(s) for given local certificate name or list for all

Parameters
* name — ID of name
* uncommitted (bool)- Trueincludes fetches uncommitted changes, False restricts data
set to only committed changes
Example:
:: from jnpr.healthbot import HealthBotClient
with HealthBotClient(‘xx.xxx.x.xx’, ‘xxxx’, ‘xxxx’) as hb: print(hb.settings.security.local_certificate.get(‘xyz’)

# for all print(hb.settings.security.local_certificate.get()

Returns
LocalCertificateSchema(s)
add (schema: jnpr.healthbot.swagger.models.local_certificate_schema.LocalCertificateSchema = None,
*rkwargs)
Add local certificate to security settings of HealthBot. The onus of uploading helper file (cert and key) is

on user. They should use hb.upload_helper_file API to make sure these crt/key file are uploaded in system.
We don’t do that validation as user can also upload these file after configuring profiles.

Parameters
¢ schema (object) — LocalCertificateSchema

* kwargs (object) — key values, which can be used to create LocalCertificateSchema
Check LocalCertificateSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import LocalCertificateSchema

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
local_cert_schema = LocalCertificateSchema (client_crt="abc.crt', client_
—key="pgr.key', name='hbez")
hb.settings.security.local_certificate.add(local_cert_schema)
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Returns True when OK
delete (name: str)
Remove local certificate from security settings
Parameters name (str)— The name of the local_certificate to be deleted

Example:

hb.settings.security.local_certificate.delete('xyz")
hb.commit ()

Returns True when OK

update (schema: jnpr.healthbot.swagger.models.local_certificate_schema.LocalCertificateSchema =

None, **kwargs)
Update LocalCertificateSchema for given local certificate schema

Passing Schema invoke put and kwargs post
Parameters
¢ schema (ob j) — LocalCertificateSchema

* kwargs (object) — key values, which can be used to create LocalCertificateSchema
Check LocalCertificateSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
schemaObj = hb.settings.security.local_certificate.get ('xyz"')
schemaObj.client_key = 'xyz.key'
hb.settings.security.local_certificate.update (schemaObj)

Returns True when OK
class jnpr.healthbot.modules.profiles.SshKeyProfile (hbot)
Bases: jnpr.healthbot.modules.BaseModule
__init_ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

get (name: str = None, uncommitted: bool = True)
Get SshKeyProfileSchema(s) for given ssh key profile name or list for all

Parameters
* name — ID of name
* uncommitted (bool)-True includes fetches uncommitted changes, False restricts data
set to only committed changes
Example:
:: from jnpr.healthbot import HealthBotClient
with HealthBotClient(‘xx.xxx.x.xx’, ‘xxxx’, ‘xxxx’) as hb: print(hb.settings.security.ssh_key_profile.get(‘xyz’)

# for all print(hb.settings.security.ssh_key_profile.get()
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Returns
SshKeyProfileSchema(s)
add (schema: jnpr.healthbot.swagger.models.ssh_key_profile_schema.SshKeyProfileSchema = None,
*kkwargs)
Add ssh key profile to HealthBot. The onus of uploading helper file ssh_private_key_file is on user. They

should use hb.upload_helper_file API to make sure these key file are uploaded in system. We don’t do that
validation as user can also upload these file after configuring profiles.

Parameters
e schema (ob ject) — SshKeyProfileSchema

* kwargs (object) — key values, which can be used to create SshKeyProfileSchema
Check SshKeyProfileSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import SshKeyProfileSchema

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
ssh_key_prof_schema = SshKeyProfileSchema (name="hbez', ssh_private_key_
—~file='abc.crt',
ssh_private_key_passphrase='%S#0@#")
hb.settings.security.ssh_key_profile.add(ssh_key_prof_schema)

Returns True when OK
delete (name: str)
Remove ssh key profile from security settings
Parameters name (st r)— The name of the ssh key profile to be deleted

Example:

hb.settings.security.ssh_key_profile.delete('xyz")
hb.commit ()

Returns True when OK

update (schema: jnpr.healthbot.swagger.models.ssh_key_profile_schema.SshKeyProfileSchema = None,
**kwargs)
Update SshKeyProfileSchema for given ssh key profile schema

Passing Schema invoke put and kwargs post
Parameters
* schema (obj) — SshKeyProfileSchema

* kwargs (object) — key values, which can be used to create SshKeyProfileSchema
Check SshKeyProfileSchema for details about which all keys can be used

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:

(continues on next page)
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(continued from previous page)

schemaObj = hb.settings.security.ssh_key_profile.get ('xyz")
schemaObj.certificate_authority_crt = 'pgr.crt'
hb.settings.security.ssh_key_profile.update (schemaObj)

Returns True when OK
class jnpr.healthbot.modules.profiles.DataSummarization (hbot)
Bases: jnpr.healthbot.modules.BaseModule
__init__ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

class jnpr.healthbot.modules.profiles.Raw (hbot)
Bases: jnpr.healthbot.modules.BaseModule

__init__ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance
get ()
add ()
delete (name: str)

update ()

database
class jnpr.healthbot.modules.database.Database (hbot)
Bases: influxdb.client.InfluxDBClient
__init_ (hbot)
Parameters hbot (object)— jnpr.healthbot.HealthBotClient client instance

Example:

hb.tsdb.query ("show databases")

hb.tsdb.query ('select x from "protocol-eventd-host/check-host-traffic/packet-
—~loss" limit 107,

database="Core:vmx")

api

get_table()
Get list of tables

Returns list of TableSchema

1.2 HealthBotClient

class jnpr.healthbot.healthbot.HealthBotClient (server: str, user: str, password: str,

*args, **kwargs)
Bases: object

apiopt_candidate = '/?working=true'
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__init__ (server: str, user: str, password: str, *args, **kwargs)
An instance of this class represents the HealthBot Service

Parameters
e server (str)— HealthBot Server IP Address
¢ user (str)— HealthBot Server (not the Linux user) UserName
» password (str)— HealthBot Server (not the Linux user) password
» port (int)— OPTIONAL HealthBot Server port (defaults to 8080)

Example:

from jnpr.healthbot import HealthBotClient
from pprint import pprint

# Get list of all existing devices
print (hb.device.get_ids())

# Get config details of a given device id
pprint (hb.device.get ('core-01"))

# Get config details of all the device
pprint (hb.device.get ())

# Get device facts of a given device id
pprint (hb.device.get_facts ('avro'))

# Get device facts for all the devices in HB
pprint (hb.device.get_facts())

# Add a device
from jnpr.healthbot import DeviceSchema
ds = DeviceSchema (device_id="xyz', host='xx.xxx.xxx.xxx',

="11)

# we can also later assign values like this
ds.description = "HbEZ testing"

# This will add device in candidate DB
hb.device.add (schema=ds)

# Add device group
print (hb.device_group.add (device_group_name="edge",
description="All devices on the edge", devices=['demo']))

# commit changes to master DB
hb.commit ()

# get details of a given topic/rule
pprint (hb.rule.get ('linecard.ospf', 'check-ddos-statistics'))

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx', port=8000) as hb:

authentication={"password": {"password": "xxxxx", "username

"XX XXX

open ()

Open session with HealthBot server. First sets user token (for healthbot 3.0.0 and above) and check a top

level URL for confirmation of API to be working.

1.2. HealthBotClient

33




HealthBot Python client Documentation, Release 4.1.0-9-g0390dc5-dirty

login ()
Open session with HealthBot server. First sets user token (for healthbot 3.0.0 and above) and check a top
level URL for confirmation of API to be working.

set_user_token ()
From HealthBot 3.0.0 APIs will be token based. This function helps in setting user based token. This
token will be used in header of any REST API calls.

tenant

hbot_session
Property provides requests module session object. Also help in updating Access token key when expires.
Any call to hbot_session.apis should go through this property to keep a check on token key expiry.

user_token

logout ()
Call user logout function to discard access tokens.

tsdb
Connection to the tsdb

Returns InfluxDBClient

config_url
This function will give config URL

url
Initials of URL to be used for API call. :returns:

str: Initials of URL to be used for API call.
grafana_url

version
TO get the version of Healthbot Server

Returns str: API server version.
api

commit ()
Commit any candidate configuration

Example:

from jnpr.healthbot import HealthBotClient
from jnpr.healthbot import DeviceSchema

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
ds = DeviceSchema (device_id="xyz', host='xx.xxx.xxx.xxx',
authentication={"password": {"password": "xxxxx", "username": "xXxXxXxx

="}11)

# we can also later assign values like this
ds.description = "HbEZ testing"

# This will add device in candidate DB
hb.device.add (schema=ds)

# commit changes to master DB
hb.commit ()
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Raises Any requests exception

Returns True when OK

rollback ()
Rollback any candidate configuration

Example:

from jnpr.healthbot import HealthBotClient

with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
# This will delete device in candidate DB
hb.device.delete ('xyz")

# rollback candidate configuration
hb.rollback ()

Raises Any requests exception

Returns True when OK

upload_helper_file (filename)
Upload a “helper-file” to the server. A helper-file, cab be YAML/.py/.rule/.playbook file.

Parameters filename (str)— The name of the file to be uploaded.

health ()
Returns health of network-groups and devices in device-groups HealthSchema

Example:

from jnpr.healthbot import HealthBotClient
with HealthBotClient ('xx.xxx.x.xx', 'xxxx', 'xxxx') as hb:
print (hb.health())

Returns

HealthSchema

close ()
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CHAPTER 2

HealthBot Models generated using Swagger

2.1 Schemas

2.2 AssociatedUserSchema

2.2.1 Properties

[Back to Model list] [Back to API list] [Back to README]

2.3 DevicegroupSchemaAuthenticationPassword

2.3.1 Properties

Name Type | Description Notes
password | str Password for authentication
username | str Username for authentication

[Back to Model list] [Back to API list] [Back to README]
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2.4 RuleSchemaRulepropertiesSupporteddevicesJuniperReleases

2.4.1 Properties

Name Type Description Notes
release_name str Release name, Should be of pattern (d){1,2}.{1}([w-_.]*)
release_support | str Specifies the min/max support for this release [optional]
Sensors list[str] [optional]

[Back to Model list] [Back to API list] [Back to README]

2.5 RuleSchemaWhere

2.5.1 Properties

Name | Type | Description Notes
query | str Query to filter ingest data

[Back to Model list] [Back to API list] [Back to README]

2.6 DevicegroupSchemaloggingOpenconfig

2.6.1 Properties

Name Type Description Notes
daemons | list[str] [optional]
log_level | str Set the logging level

[Back to Model list] [Back to API list] [Back to README]
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2.7 RuleSchemaFormula

2.7.1 Properties

Name Type Description | Notes
anomaly_detection **RuleSchemaFormulaAnomalydetection™®* [optional]
count **RuleSchemaFormulaCount** [optional]
dynamic_threshold **RuleSchemaFormulaDynamicthreshold** [optional]
eval **RuleSchemaFormulaEval** [optional]
max **RuleSchemaFormulaMax ** [optional]
mean **RuleSchemaFormulaMean** [optional]
concatenate **RuleSchemaFormulaConcatenate** [optional]
microburst **RuleSchemaFormulaMicroburst™** [optional]
min **RuleSchemaFormulaMin** [optional]
outlier_detection **RuleSchemaFormulaOutlierdetection™®* [optional]
predict **RuleSchemaFormulaPredict** [optional]
rate_of change **RuleSchemaFormulaRateofchange** [optional]
elapsed_time **RuleSchemaFormulaElapsedtime™** [optional]
value_difference **RuleSchemaFormulaValuedifference** [optional]
stddev **RuleSchemaFormulaStddev** [optional]
sum **RuleSchemaFormulaSum™** [optional]
user_defined_function | **RuleSchemaFormulaUserdefinedfunction®* [optional]
[Back to Model list] [Back to API list] [Back to README]
2.8 RuleSchemaThenUserdefinedaction
2.8.1 Properties
Name Type Description Notes
argument **]ist{RuleSchemaThenArgument]** [optional]
function_name | str Function name

[Back to Model list] [Back to API list] [Back to README]

2.9 ReportsSchema

2.9.1 Properties

Name

Type

Description

Notes

report

[optional]

[Back to Model list] [Back to API list] [Back to README]
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2.10 NetworkgroupSchemalogging

2.10.1 Properties

Name Type Description Notes

log_level str Global log level | [optional]
non_sensor_rules **DevicegroupSchemal.oggingNonsensorrules** [optional]
reports_generation | **DevicegroupSchemal.oggingReportsgeneration™®* [optional]
trigger_evaluation | **DevicegroupSchemal.oggingTriggerevaluation** [optional]
ml_model_builder | **DevicegroupSchemal.oggingMLmodelbuilder** [optional]
resource_discovery | **DevicegroupSchemal.oggingResourcediscovery** [optional]

[Back to Model list] [Back to API list] [Back to README]

2.11 ProfileSchemaSecurity

2.11.1 Properties

Name Type Description | Notes

ca_profile **]ist[CaProfileSchema]** [optional]
local_certificate | **list[LocalCertificateSchema]** [optional]
ssh_key_profile | **list[SshKeyProfileSchema]** [optional]

[Back to Model list] [Back to API list] [Back to README]

2.12 DevicegroupSchemaAuthenticationSsl

2.12.1 Properties

Name Type | Description Notes
ca_profile str Name of the ca-profile to be used

local_certificate str Name of the local-certificate-profile to be used [optional]
server_common_name | str Common name used while creating server certificate

[Back to Model list] [Back to API list] [Back to README]
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2.13 InlineResponse2006

2.13.1 Properties

Name Type | Description Notes

access_token str Access token generated by system [optional]
refresh_token str Refresh token generated by system [optional]
first_login bool | Flag to indicate if the user changed default password or not | [optional]
refresh_token_expires | str Refresh token validity duration [optional]
token_expires str Access token validity duration [optional]

[Back to Model list] [Back to API list] [Back to README]

2.14 RuleSchemaSensor

2.14.1 Properties

Name Type Description Notes
data_if_missing| **RuleSchema- [op-
Dataifmissing** tional]
path str Sensor path
sensor_name str Name of the sensor
where **]ist[RuleSchemaWhere]*§ List of where clauses to filter ingest data [op-
tional]
zero_suppressionlist[object] Assign zero as default value for field in case of zero- | [op-
suppression tional]

[Back to Model list] [Back to API list] [Back to README]

2.15 CustompluginSchemaParameters

2.15.1 Properties

Name | Type | Description Notes
key str Key of the parameter
value | str Value of the parameter | [optional]

[Back to Model list] [Back to API list] [Back to README]

2.16 swagger_client.LogsApi

All URIs are relative to http://api-server/api/v2
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Method HTTP request Description

*¥re- GET /logs/device- | Logs for the given device-group.
trieve_logs_for_device_gropgidup/{device_group_name}/

*Ere- GET Nlogs/device- | Get the logs for the given service run-
trieve_logs_for_device_gropgreap/fdévice_group_name}/service/{servicenimmie}/the given device-group.

*¥re- GET /logs/metwork- | Logs for the given network group.
trieve_logs_for_network_grogpdtp/{network_group_name}/

*Ere- GET /logs/metwork- | Get the logs for the given service run-
trieve_logs_for_network_grogpoupf{network_group_name}/service/{seryicengdimefe given network-group.

2.17 retrieve_logs_for_device_group

retrieve_logs_for_device_group(device_group_name, x_iam_token=x_iam_token, download=download,
filename=filename)

Logs for the given device-group.

Get the logs for all the services for the given {device_group_name}

from _ future  import print_function

import time

import swagger_client

from swagger_client.rest import ApiException
from pprint import pprint

# create an instance of the API class

api_instance = swagger_client.LogsApi ()

device_group_name = 'device_group_name_example' # str | Device group name
x_iam_token = 'x_iam_ token_example' # str | authentication header object (optional)
download = true # bool | Download the logs (optional) (default to true)

filename = 'filename_example' # str | Name of the log file (optional)

try:

# Logs for the given device-group.

api_instance.retrieve_logs_for_device_group (device_group_name, x_iam_ token=x_iam_
—token, download=download, filename=filename)
except ApiException as e:

print ("Exception when calling LogsApi->retrieve_logs_for_device_group: \n" % e)
Name Type | Description Notes
device_group_name | str Device group name
x_iam_token str authentication header object | [optional]
download bool | Download the logs [optional] [default to true]
filename str Name of the log file [optional]

void (empty response body)
No authorization required
* Content-Type: application/json, multipart/form-data
* Accept: application/gzip, application/json
[Back to top] [Back to API list] [Back to Model list] [Back to README]
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2.18 retrieve_logs for_device_group_service

retrieve_logs_for_device_group_service(device_group_name, service_name,
X_iam_token=x_iam_token, download=download, filename=filename, num-
ber_of_lines=number_of_lines)

Get the logs for the given service running for the given device-group.

Get the logs for the service {service_name} for the given {device_group_name}

from _ future  import print_function

import time

import swagger_client

from swagger_client.rest import ApiException
from pprint import pprint

# create an instance of the API class

api_instance = swagger_client.LogsApi ()

device_group_name = 'device_group_name_example' # str | Device group name
service_name = 'service_name_example' # str | Device-group service name
x_iam_token = 'x_iam_token_example' # str | authentication header object (optional)
download = true # bool | Download the logs (optional) (default to true)

filename = 'filename_example' # str | Name of the log file (optional)
number_of_lines = 100000 # int | Number of lines to show from the end of the logs,,
— (optional) (default to 100000)

try:
# Get the logs for the given service running for the given device-group.
api_instance.retrieve_logs_for_device_group_service (device_group_name, service_
—name, xX_iam_token=x_iam_token, download=download, filename=filename, number_of_
< lines=number_of lines)
except ApiException as e:
print ("Exception when calling LogsApi->retrieve_logs_for_device_group_service:
—2%s\n" % e)

Name Type | Description Notes

de- str Device group name

vice_group_name

service_name str Device-group service name

x_iam_token str authentication header object [optional]

download bool | Download the logs [optional] [default to true]
filename str Name of the log file [optional]

number_of_lines int Number of lines to show from the end of the logs | [optional] [default to 100000]

void (empty response body)
No authorization required
* Content-Type: application/json, multipart/form-data
* Accept: application/gzip, application/json, text/plain
[Back to top] [Back to API list] [Back to Model list] [Back to README)]
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2.19 retrieve_logs_for_network_group

retrieve_logs_for_network_group(network_group_name, X_iam_token=x_iam_token, down-
load=download, filename=filename)

Logs for the given network group.

Get the logs for the service {service_name} for the given {network_group_name}

from _ future  import print_function

import time

import swagger_client

from swagger_client.rest import ApiException
from pprint import pprint

# create an instance of the API class

api_instance = swagger_client.LogsApi ()

network_group_name = 'network_ group_name_example' # str | Network group name
x_iam_token = 'x_iam_ token_example' # str | authentication header object (optional)
download = true # bool | Download the logs (optional) (default to true)

filename = 'filename_example' # str | Name of the log file (optional)

try:
# Logs for the given network group.
api_instance.retrieve_logs_for_network_group (network_group_name, x_iam_token=x_
—iam_token, download=download, filename=filename)
except ApiException as e:

print ("Exception when calling LogsApi->retrieve_logs_for_network_group: \n" % e)
Name Type | Description Notes
network_group_name | str Network group name
x_iam_token str authentication header object | [optional]
download bool | Download the logs [optional] [default to true]
filename str Name of the log file [optional]

void (empty response body)
No authorization required
* Content-Type: application/json, multipart/form-data
* Accept: application/gzip, application/json
[Back to top] [Back to API